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e Name . https://account-api.p.uliza.jp/vl/saml/attributes/permissions
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ULIZA VMS (Cloud)® § R T DHER manager: *
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ULIZAVMS (Cloud)D R TDERLZDIER manager: POST : *
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ULIZA Player (Cloud)® 9 R T DHER player:*
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ULIZA Sidetal k> 3 R T DHER sidetalk:*
iR

ERICEHDOBWMERICOWTHREANRERBRIZEDHD &9, sFLBEHVEDE LT,

IdPD EARMAEREREICDOWVWTIE. IdPORETICERVWEDLE LT L,



RER

ULIZA VMS (Cloud) D § R T DR & ULIZA Sidetalk D TR TDERZ 5T B ICId. SAMLL AR Y RIZU T D & 5 %4 SAML
AttributeZ ZEHBRENH D £,

<Attribute Name="https://account-api.p.uliza.jp/vl/saml/attributes/permissions">

<AttributeValue>manager:*,sidetalk:*</AttributeValue>
</Attribute>
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w5 Activity ) . ( )
Appllcatlons + Create Application
& Applications |

| Applications 1 Setup a mobile, web or loT application to use Auth® for Authentication. Learn more

APls

S50 Integrations
- API Explorer Application

L] Client 1D: B = [

Authentication Machine to Machine
#p Organizations

User Management

# Branding

¥ Security

. Actions

L, Auth Pipeline

il! Monitoring

Marketplace

8 Extensions

£# Settings

@ Get support
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Create application

Name *

ULIZA

You can change the application name later in the application settings

Choose an application typg

L > Le | e

Native Single Page Web Regular Web Machine to

Applications Applications Machine
Mobile, desktop, Applications

CLI and smart A JavaScript Traditional web
device apps front-end app app using CLls, daemons or
running natively. that uses an APl redirects. services running

on your backend.
e.g. i0S, e.q.: Angular, e.g.: Node.js

Electron, Apple React, Vue Express, e.g.: Shell script
TV apps ASP.NET, Java,
PHP
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Activity « Back to Applications

ULIZA

Single Page Application  Client ID wm S S

& Applications

Applications

APIs

SS0 Integrations

©  Authentication Quick Start Settings Addons Connections Organizations
#p Organizations
.

® User Management Addons are plugins associated with an Application in Auth@. These are SAML or WS-FED web apps used by the application, which Auth® generates
7/ Branding access tokens for.

¥ Security

M, SAamL2 A, WS-FED

< Actions 2 L) wesarp L) WEB APP

L. Auth Pipeline

1l Monitoring
=’ Marketplace
®  Extensions

£ Settings

@ Get support

[@ Give feedback
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7eo TSettings) ICIFUATD K SRISONXFHEZAND L F Y, 772l audience DFEIFZHES5TXELTHUW ISP Entity
ID] DIBEICESTHRRZHNENDHD £,

"audience": "https://account-api.p.uliza.jp/vl/saml/accounts/xxxx/admin",
"nameldentifierFormat": "urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress",
"nameIdentifierProbes": [

"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"




Addon: SAML2 Web App

Settings Usage

.
Application Callback URL

https://account-api.p.uliza.jp/v1/samlfaccounts/xxxx/admin/acs

SAML Token will be POSTed to this URL.

Settings

1. 4914700 Ry I ARTEICH S TEnabley RE2>Z2o Uy I LET,

Addon: SAML2 Web App

xs:anyType . When set to false all xs:type are xs:anyType .

= includeAttributeNameFormat ( bool ): Default is true . When set to true , we
infer the NameFormat based on the attribute name. NameFormat values are
urn:oasis:names:tc:SAML:2.8:attrname-
format:uri , urn:oasis:names:tc:SAML:2.8:attrname-format:basic and
urn:oasis:names:tc:SAML:2.@:attrname-format:unspecified . If setto false ,
the attribute NameFormat is not set in the assertion.
logout ( object }: An object that controls SAML logout. It can contain two
properties: callback (of type string ), that contains the service provider
(client application)'s Single Logout Service URL, where Auth® will send logout
requests and responses, and slo_enabled (boolean) that controls whether
Auth@ should notify service providers of session termination. The default value
is true (notify service providers).
binding ( string ): Optionally indicates the protocol binding used for SAML
logout responses. By default AuthQ uses HTTP-POST , but you can switch to
HTTP-Redirect by setting “binding" to
"urn:casis:names:tc:SAML:2.8:bindings :HTTP-Redirect" .
signingCert ( string ): Optionally indicates the public key certificate used to
validate SAML requests. If set, SAML requests will be required to be signed. A
sample value would be "
AnMIGT. . bpP/t3\n+JGNGIRM]1hF1rnb6QIDAQAB\N

Cancel
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Addon: SAML2 Web App

Settings

SAML Protocol Configuration Parameters

= SAML Version: 2.0
= Issuer: urn:ims = = .auth@.com
= Identity Provider Certificate: Download Auth@ certificate
= Identity Provider SHA1 fingerprint:
L = - u
= Identity Provider Login URL: https://
auth®.com/samip/

(- Identity Provider Metadata: Download )

Alternatively, you can add a connection parameter:

= https:// auth@.com/samip/’
connection=Username-Password-Authentication

In this case, Auth@ will redirect users to the specified connection and will not
display the Login Widget. Make sure you send the SAMLRequest using HTTP POST .

FIEHEULIZAMITOREZITVE T,

e

ULIZABITORED T 3% & lldentity Provider Login URL1 IC7 7t X9 % & CULIZABEBEEICS VI >F >
TEBLS5ICHDET,

Addon: SAML2 Web App
Settings Usage

SAML Protocol Configuration Parameters

= SAML Version: 2.0
= Issuer: urn s s = =, auth®.com
= Identity Provider Certificate: Download Auth@ certificate
= |dentity Provider SHA1 fingerprint:
- - = =
[- Identity Provider Login URL: https.//
auth®.com/samip/

= Identity Provider Metadata: Download
Alternatively, you can add a cennection parameter:

= https:// auth@.com/samlip/:
connection=Username-Password-Authentication

In this case, Auth@ will redirect users to the specified connection and will not
display the Login Widget. Make sure you send the SAMLRequest using HTTP POST .
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1. Okta Admin ConsoleZ B £,
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00 i
Oktu Q search... oo r;k;t;-szv

Dashboard b
irectory v Applications —
Customizations 2 Create App Integration Browse App Catalog Assign Users to App 1 [ More v
Applications ~
Search

Applications

G STATUS ® Okta Admin Consale
Security v ACTIVE o

INACTIVE ° @ Okta Browser Plugin

Workflow ~

Reports w Okta Dashboard

Settings ~

4. TSAML2.0] Z#RL T Nextys RE>%Z 07U v o L%,

Create a new app integration

Sign-in method 0IDC - OpenlD Connect
Token-based OAuth 2.0 authentication for Single Sign-On (S50) through API
endpoints. Recommended if you intend to build a custom app integration with

the Okta Sign-In Widget.

Learn More [2

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

API Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for

=

machine-to-machine authentication.

5. TApp NameJ IZEBRO7 IV r—>a>% (Bl TULIZAL ) ZAALET, HBICRCTAOJERELCEZREL Nexts R4
o)y I LET

00 e my—
Okta- Q search... ao HtattrLay
Dashboard ~
ey G #;Create SAML Integration
Customizations ;o o General Settings
Applications v
Security 5 1 General Settings
Workflow il
[AW name uLIzA J
Reports ~
App logo (optional) [ .‘.‘.] [ ir]
Settings *

©

App visibility Do not display application icon to users

Cancel
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EH

Single sign on URL

Audience URI (SP Entity ID)

Default RelayState
Name ID format

Application username

FREE
CESHTXELTH W ISSO URL (ACS URL)Y DfER AL
CBELTXELTHW ISPENtity ID1 OfEZE AN
HADLEW

TEmailAddress) %3%EiR

MOktadl—4'—%) =HE

Update application username on MERL & BBHT1 % 3BIR

okta

Dashboard -
Directory »
Customizations b
Applications L
Sacurity 4
Workflow ~
Reports. v
Settings v

00 s s e
Q Soarch 00 mstauriar

#;Create SAML Integration

©) configure samL
§ )

A SAML Settings
What does this form do?

General This form generates the XML neaded
for the app's SAML request.

Single sign on URL @ https:/faccount-api.p.uliza.jp/v1/sami/accounts/xom/admr
Where do | find the info this form

Use this for Recipient URL and Destination URL needs?
Allow this app to request other SSO URLs The app you're trying to integrate with

should have its own documentation on

Audience URI (SP Entity ID) @ https:/faccount-api.p.uliza jp/vi/samifaccounts/xooo/adm using SAML. You'll need to find that

doc, and it should outline what
information you need to specify in this

Default RelayState @ o
m.

If no value is set, a blank RelayState is sent

Name ID format @

EmailAddress
Application username @ Oktal—4—%
Update application username on P ]
. y
Show Advanced Settings
Attribute Statements (optional) LEARN MORE
Name Name format Value
(optional)
Unspecified

Add Another

Group Attribute Statements (optional)

Name Name format Filter

(optional)

Unspecified . ®M =

Add Another |

Next] REZ>EIJwILET,




B Preview the SAML assertion generated from the information above

<» Preview the SAML Assertion

This shows you the XML that will be used in the assertion - use it to verify the info you entered above

ous Cancel m

8. TI'm an Okta customer adding an internal app) %#®E{RL TFinishy REZ>E I JvILFET,

oktq Q, search...

00  iprmis ==y,
00 mstaipLay

©) Feedback

Why are you asking me this?

Dashboard S
Bientiry 5 ;Create SAML Integration
Customizations A General S ar
Applications b
Security ¥ 3 Help Okta Support how you configured this
Workflow v
Are you a customer or partner? 'm an Okta customer adding an

Reports v

Okta
Settings w

n The optional questions below assist Okta Support in understanding your app integration.

App type @ This is an internal app that we have created

Contact app vendor It's required to contact the vendor to enable SAML

Which app pages did you consult to configure SAML?

Enter links, describe where the pages are, or anything else you think is helpful

Did you find SAML docs for this app?

Enter any links here

Any tips or additional comments?

Placeholder text

This form provides Okta Support with
useful background information about

your app. Thank you for your help—we
appreciate it.

9. TView SAML setup instructions] RE>%z o7 U v L%,




okta

Dashboard
Directory
Customizations
Applications
Applications
Self Service
Security
Workflow
Reports

Settings

Q, Search

+ Back to Applications
ULIZA

YuLiza
Active v

General Sign On Import Assignments

- View Logs Monitor Imports

Settings Edit

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an
application. Some sign-on methods require additional configuration in the 3" party application.
Application username s determined by the user profile mapping. Configure profile mapping

SAML 2.0

Default Relay State

Credentials Details
Application username format Oktal—4—%
Update application username on A% & W C Update Now
Password reveal Allow users to securely see their password
(Recommended)
SAML Signing Certificates
Type Type Type Created Expires Status Actions
SHA-1 SHA-1 SHA-1 Today Aug 2032 Inactive Actions ¥
SHA-2 SHA-2 SHA-2 Today Aug 2032 Active Actions ¥

00 st ey ™.
00 sstaspLay

About

SAML 2.0 streamlines the end user
experience by not requiring the user to
know their credentials. Users cannot
edit their credentials when SAML 2.0 is
configured for this application,
Additional configuration in the 3rd
party application may be required to
complete the integration with Okta.

Application Username

Choose a format to use as the default
username value when assigning the
application to users.

If you select None you will be prompted
to enter the username manually when

an i with pi
or profile push provisioning features.

SAML Setup

Single Sign On using SAML will not
work until you configure the app to
t '3 n ldP,

[2 View SAML setup instructions
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00 wamat mate i
okta Q, search. ® oo B S HPLAY
Dashboard bt . . .

How to Configure SAML 2.0 for ULIZA Application
Directory g
Note: These setup instructions include certificate information for this app's most recently created SAML signing certificate. For users to get
Cistombationg o access to the app using these instructions, that certificate must be active.
Applications -~
The following is needed to configure ULIZA
licati
Appllcaticns o Identity Provider Single Sign-On URL:
Self Service
https: // okta .com/app/
Security ~
Workflow w 0 Identity Provider Issuer:
Reports ~
http: //www.okta.com/;
Settings ~
©) x.509 Certificate:
BEGIN CERTIFICATE
END CERTIFICATE-——-
Download certificate
Optional
() Provide the following IDP metadata to your SP provider.
<?xml version="1.0" encoding="UTF-8"?><md:EntityDescriptor entitylD="http:/ r.okta.com/ e .
.
J3-==
EE

IDP metadataldEHITICE DB RVWXFIN T, TFRAMRYIREAIV I LT ITRTGER 20 Uwo 93
. Ctrl+Ax—%(FEH L T, IDP metadataD B LAEHDERICIE—CNTVWBS I ZREEL T EI L,
HWT. ULIZAICZ—H—%BDHTET,

L7705 —> 3 VEHAEE T MAssignmentsy 2 7% 01 v o LET,
2. TAssigny RE>%H I I L. RRTINBZAZa—m5 lAssign to Peoplel ZEIRL £,

; 00 ewa e o oy .
okta Q searh.. ey iy
Dashboard v « Back to Applications
Dwetsry b ULIZA

vuLiza
Customizations ~ Active v - View Logs Monitor Imports
Applications -

General Sign On Import Assignments
Applications

Self Service Assign v Convert assignments v Search... People v | REPORTS
= % Current Assignments
t
Security P £ Assign to People 7

P Assign to Groups #, Recent Unassignments

Workflow hd
Groups
Reports ~
SELF SERVICE
Settings b You need to enable self

service for org managed apps
before you can use self

No users found service for this app.

Go to self service settings

Requests Disabled

Approval -

Edit




3.ULIZAND 7 7 ZERZEID B TR 11— —DHICHSB TAssignt 20U v I LET,

Assign ULIZA to People

[ x

Liaj ey
rem sewren@play.jp

Assign

e . g pr=n(@p| AY.jp

Assign
bt s @play.jp

; Assign
e tamamams @play jp

4. TSave and Go Backy ha>& Vv I L%,

Assign ULIZA to People

User Name whe seada@play.ip

Save and Go Back Cancel

55| FHMIA—F—DEIDHTZITVWEY, &bo7cS5 Doney REVZIUwILET,



Assign ULIZA to People

-

o seemin@play.jp

. - Assign
S e @ play. jp

’ Assign
b e @play.jp

Assign
s s @play.jp

6.EIDETONA—H—DH v aR—FICULIZAND U > D RREINDZ CC ZMHRLE T

S ra .
okta Q PTUERER TR #HLSUPLAY
A T(F7Y
RALF7Y WAEE ~

Work
@ Work
L PEVITNC)

. U ULIZA

5 FZUoEM

ULIZA

@ esavnimn

xR

CORRTIFULIZABITORENT T L TWERW®H, ULIZANDY YOI Vv I TREIT—hRELES

FIEHIULIZABITOREZITVWE T,

OneLogin®Diz&

1.0neLoginBIO>VY —ILZRT £,
2. BEEEBDA=Za2—h5 MApplicationsy Z#22)y o LTT7 IV r—a>—EBEEZRTET,
3. TAdd Apps R >z 0wy L&,



Onelogin Users | Applications || Devices  Authentication  Activity Security Settings Developers '_Gelﬁng.'smfted-@'ulde-_

Applications

Q See the new apps list

4, #&3KR w7 ZIZ TSAML Custom Connector (Advanced)] £ AFJL. RRxI7z FSAML Custom Connector (Advanced)s =2 1)
v LET,

onelogin Users  Applications Devices  Authentication  Activity Security Settings  Developers _ Getting Started Guide A @ =

FPIIr—yavaiR
Q SAML Custom Connecto

o SAML Custom Connector (Advanced) SAML2.0
< ALZ.

Onelogin, Inc.

5. TDisplay NameJ ICERDOFRTE (fl: TULIZA] ) ZANLEY, BEICHCTOIERBLE ZREL Savel RE>%E 7)Yy
A



Onelogin Users  Applications  Devices  Authentication  Activity  Security  Settings  Developers - Getting Started Guide A G -

App Listing /
Frotl s
Add SAML Custom Connector (Advanced) e
| Configuration Portal
Display Name
ULIZA

Visible in portal

Rectangular Icon Square lcon
i) Upload an icon with an aspect-ratio of 2.64:1 as i) Upload a square icon at least 512x512px as
either a transparent .PNG or .SVG either a transparent .PNG or .SVG

Description

200 characters

6. FAID X Za—h5 [Configurations 27U v o L%,
T.E2EBICOVWT. UTOLSICHRELEFY, HICEBEOHWVWERICOWTIR. EETIHEIIHD £t A

15H BE(E
RelayState fAIHAFLAEW
Audience (EntityID) ZBEH5TXELTHUW TSP Entity ID1 DfE% AN

ACS (Consumer) CBES5TXELTHEL TSSO URL (ACS URL)Y DEEEIC ~ #. KEIC ¢ #=&EFEL. . %
URL Validator \. IC. /' \/ ICBBRLEXFENEASN

ACS (Consumer)

URL CBE5TXELTHWV TSSO URL (ACS URL)1 DfE%Z AS



onelogin Users  Applications  Devi Authentication  Activity  Security  Settings  Developers '_Geﬂlrigsmnedsuld'e_ 3

Applications /
More Acti =
SAML Custom Connector (Advanced) ore Actions m
Info Application details
RelayState

| Configuration

Parameters

Audience (EntitylD)

Rules
https://account-api.p.uliza.jp/v1/saml/accounts/xxxx/admin
880
Do Recipient
Users
, ACS (Consumer) URL Validator*
Privileges
*https:\/\/account-api\.p\.uliza\.jp\/v1\/saml\/accounts\/xxxx\/admin\/acs$
Setup

*Required.

ACS (Consumer) URL*

https://account-api.p.uliza.jp/v1/saml/accounts/xxxx/admin/acs

i) *Required

Single Logout URL

8. lSave] RE>%EIUVILET,
9. BEmALICHS TMore actionsy X=a—H5 FSAML metadatay; 227 v L. XZTF—2XMLEA D VO—RLTHEITET,

Onelogin Users  Applications Devices  Authentication  Activity  Security  Settings  Developers _. Getting Started Gulde

Applications /

SAML Custom Connector (Advanced)

More Actions ~

Vendor Homepage

| Info Portal
Reapply entitlement mappings
Display Name Tab
Configuration ® SAML Metadata
ULIZA PLAY, inc.
Parameters Delete
Rules

Visible in portal

SS0
Access
Users Rectangular Icon Square lcon
Privileges
JULIZA
Setup U
i) Upload an icon with an aspect-ratio of 2.64:1 as i) Upload a square icon at least 512x512px as
either a transparent .PNG or .SVG either a transparent .PNG or .SVG

10. IO X Za—h5 TAccessy #0)w o LET,
11 ULIZAAND 7 V2 X1ERZEID Y TBZO—/L%EEIRL T lSave] REVEIUvILET,



Onelogil"\ Users  Applications Devices  Authentication  Activity Security Settings  Developers

Mppieaoni
M Acti -
SAML Custom Connector (Advanced) s £

Info Policy

Configuration By default all your users will be using this policy to log into this app

- None - -
Parameters
Rules
$S0 Role-based policy
| Access Do you know you can set a policy for a certain role?  Add role-specific policy
Users
Privileges
S Roles

12.8bYTonO—IILZE o2 —DR—FILICULIZAAND Y Y IOBRRTINZ e #HERBLET,

onelogin = @
HRSEOBVSHD £4t: PLAY, inc. App Store’Z HITE
WuLiza
uuiza

CORRTIRULIZAMBITORENTET LTVWAWESH. ULIZANDU > I Iy I TS —DHREELFT

I EHEULIZAMITOREZITVE T,
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